MULTI-FACTOR
AUTHENTICATION
(MFA)

USER SETUP GUIDE



CONFIGURING THE AUTHENTICATOR APP

The Microsoft Authenticator application is . _

. . . & microsoft authenticator Q
required before beginning the setup of MFA on
your account. Please downlc?ad it from the ::ff;‘liﬁfﬂ:.’ffmor m
Google Play Store for Android, or the App Store
for iOS Q, microsoft authentic: € Cancel
For more information on Microsoft Authenticator a Microsoft Aut..

.. . . Protects your onli.. OPEN

app, visit the Microsoft Authenticator page on Sk
the Apple App store, or Google Play store.

On your computer, open your
preferred web browser and

Welcome to Office navigate to
tor o e e https://www.office.com
b S AN Click on the Sign in button.
=- Microsoft /
Enter your Swinburne email Sigrin
address and click on the Next @swinedu.ay
button Mo account? Create one!
Can't access your account?
Sign-in options /
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https://apps.apple.com/us/app/microsoft-authenticator/id983156458
https://play.google.com/store/apps/details?id=com.azure.authenticator
https://www.office.com/

BS Microsoft

It looks like this email is used with/more than one

account from Microsoft. Whicpéne do you want to After typlr]g in your email add ress, you
may be prompted to choose which
it 5 St e prte account to use, if so, click on Work or

@swin.edu.au

school account.

Personal account
Created by you
@swin.edu.au

Tired of seeing this? Rename your personal Microsoft
account

< @swin.edu.au

Enter your Swinburne email i
, A nter passw

address’ password and click the . ’

Sign In button

Forgotten my password

P
/

Need Help? Visit the password assistance page -
http://swi.nu/pwdhelp or call the IT Service Desk on
+61 3 9214 5000.

It is now time to setup Multi-Factor
Authentication (MFA).

@swin.edu.au

More information required

Click on the Next button to proceed.

Your organisation needs more information to keep
your account secure

e e aferent secount / Note: If this screen does not appear,
please call the service desk on (03) 9214

= 5000, option 5, to ensure your account
is activated for MFA enrolment.

Need Help? Visit the password assistance page -
http://swi.nu/pwdhelp or call the IT Service Desk on
+61 3 9214 5000.
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Please ensure you have the
Authenticator app
downloaded onto your
phone, then press the Next
button.

Note: If you do not own a
smart phone, click | want
to set up a different
method and proceed to
Alternate Authentication
Methods below.

0

| want to setup a

Keep your account secure

Your organisation requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Start by getting the app

On your phone, install the Microsoft Authenticator app. Download now
Once you've installed the Microsoft Authenticator app on your device, choose “Next”.

want to use a different authenticator app

4

different method

4

Keep your account secure

Your organisation requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Click Next on your

[Set up your account

] computer screen to

Back

| want to set up a different method

If prompted, allow notifications. Then add an account, and select "Work or school”

continue.

You will need to keep this screen
open while you work on your mobile
in the next steps, as the QR code
displayed will be used to set up the
Authenticator app.
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Keep your account secure

Your organisation requires you to set up the following methods of proving whe you are.

Microsoft Authenticator

IScan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app to your account

Once you've scamf QR code, choose "Next".

Can't scan image?

L want to set up a different method




Open the Authenticator app on your phone. If you have not used the app
before, you will be shown an introduction.

Press SKip or the > arrow to get to the main menu.
You may be directed to enable push notifications, which is recommended.
Next, press Add account on the main menu, then Work or School account.

Proceed to Step 12 of this guide.

Wihat kinelof aneount are you adding?

count / 6]

=- Work or sehoal account 6]
®

Verification codes for all Redirected from Outlook
accounts or OneDrive?

One tap to verify

Qther account (Goagle, Facebook, etc.)

Let's add your first account!
@ Outlook \ U

FoPiyrther assistance, see the Help section
in the menu.
&& OneDrive

Already have a backup?

BEGIN RECOVERY

If you do not have the Add Account button on the main screen of the
Microsoft Authenticator app, click on the options menu dots in the upper
right-hand corner, then click on Add account, and finally, click on Work or
school account.

O @ % 79% w417

O @ ¢ i 78% W47 O @ 18 il 78xm417

Accounts & Accounts c i Add account
+ Add account What kind of account are you adding?
/" Editaccounts =. Personal account / ®
> L& Settings =. Work or school account ®
0 Help . Other account (Google, Facebook, ®
etc.)

i © 48 76% W 4:20

& Add t
St The Authenticator app will now look for the

Your account provider will display a QR code QR Code prepa red in step 9, above_

Focus the camera over the QR code square.
The app will automatically pair itself to your
account.

Once scanned, press Next on the MFA setup
screen in Step 9.
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The MFA setup will now confirm that the configuration was successful by
sending a test approval to your phone.

Click Approve on your phone and Next on your computer to complete the
setup.

@ F i 75% M 4:25 Keep your account secure

Your organisation requires you to set up the following methods of proving who you are,

Microsoft Authenticator

Notification approved

v/

EJ Approve sign-in?

Swinburne University
@swin.edu.au
Back

APPROVE

| want to set up a different method

O © = 4 74% @ 4:29

Accounts

The Microsoft Authenticator app

has now been configured, and you will
be able to see your account listed as
“Swinburne University” with your email
> | address below.

Swinburne University >
@swin.edu.au

m Keep your account secure
Congratulations!

Your organisation requires you to set up the following methods of proving who you are,

Your email (O365) account

. Success!
has now been setup with
M u |t|- Fa Ctor Authe ntlcatlon Well done. You have successfully set up your security info, Choose "Done” to continue signing in.
Default sign-in method:
The final page on the website @  Microsoft Authenticator
will show you what device

and default sign-in method
you have configured.
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ALTERNATE AUTHENTICATION METHODS

To set up an alternate verification method, you will
need a phone that is accessible to you; your desk-
phone, home-phone, or mobile will work.

Keep your account secure

m Your organisation requires you to set up the following methods of proving who you are

Start by getting the app

~
Q On your ph

N\

| want to set up a different me¢

After clicking | want to set up a
different method in
Configuring the Authenticator
App, Step 7, you will be
provided with a dropdown list of
alternate login methods.

Select Phone and then click
Confirm.

m In this section, we will need to fill

out your contact details and
verification method.

INn the dropdown-box, please select

Australia (+61) and enter your
phone number in the text box to
the right.

Lastly, select Call me and then
click Next.

Keep your account secure

Your organisation requires you to set up the following methods of proving who you are.

Phone

You can prove who you are by answering a call en your phone or texting a co your phene.
What phone number d you like to use?

Australiz (+61) hd

O Text me ay
@ Call me
Message and data rates may apply. Choosing Next means that you agree to the Terms of service and Privacy

and cookies statement.

| want to set up a different method

Note: Due to security concerns, Swinburne IT does not recommend using SMS as

your authentication method.
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Keep your account secure

Your organisation requires you to set up the following methods of proving who you are.

Phone

At this point, you will receive a
phone call from Microsoft.
Answer the call and you will be

We're calling +61 now.

| directed to press # to authorise

| want to set up a different method

Back the login attempt.

The authentication service
has now verified your phone
and has set it as an
authentication method on
your account.

Your arganisation requires you to set up the following methods of proving who you are.

Phone

Keep your account secure

Press Next to continue.

Call answered. Your phone was registered successfully

Ny
N

Keep your account secure

Congratulations!

Your organization requires you to set up the following methads of proving who you are,
Your email (O365) account
Success has now been setup with
oo vou raw zoecer zcory o Chosse D gring ) Multi-Factor Authentication.

Default sign-in method: Phone - ca

S

The final page on the website
will show you what device
and default sign-in method
you have configured.
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